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BACKGROUND OF THE nSA^NTION 



HELD OF THE INVENTION 



5 This invention relates to the field of networked computer systems. 

2. BACKGROUND ART 

^3 Computer users continue to desire high performance computing 

^ 10 experiences in ever-changing computer environments. The computing 
U paradigm is shifting. New architectures are emerging which require new 

solutions to deal with the need for a high performance computing experience. 
One such architecture is that of the thin-client computing system. 



m 
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[fi 15 In the thin-client architecture, the functionality of the end user computer is 

reduced to the point that, for the most part, only input and output capabilities 
exist. The end user computer is coruiected over a high bandwidth computer 
network to a more powerful server computer that performs all the functions 
traditionally associated with the personal computer, such as executing computer 
20 programs and processing data. 

An individual end user computer can be turned on and off, and the user 
loses no state (e.g., the services running on their behalf continue to run on the 
server computer). In this type of architecture, a large number of end users can 
25 connect to a limited number of servers in this manner wherein multiple end 
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users may be executing one or more computer processes on the same server. 
An inherent problem in this architecture is the danger that if the central server 
computer goes down, (during a power failure, for example), all of the end user 
terminals connected to it lose all of their state. Thus, the terminals are useless 
until the central computer is available again. 

The evolution that led to this problem is better understood by reviewing 
the development of network computing. The idea is that network computers 
will access data and applications through a computer network, such as the 
internet, intranet, local area network, or wide area network. Only those 
applications that are needed for a particular task will be provided to the network 
computer. When the applications are no longer being used, they are not stored 
on the network computer. 

Recently, a new computer system architecture referred to as the virtual 
desktop architecture has emerged. This system provides for a re-partitioning of 
functionality between a central server installation and the user hardware. Data 
and computational functionality are provided by data sources via a centralized 
processing arrangement. At the user end, all functionality is substantially 
eliminated except that which generates output to the user (e.g. display and 
speakers), takes input from the user (e.g. mouse and keyboard) or other 
peripherals that the user may interact with (e.g. scanners, cameras, removable 
storage, etc.) 
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All computing is done by one or more servers acting as central data 
sources and the computation is done independently of the destination of the data 
being generated. The output of a data source is provided to a terminal, referred 
to herein as a "Desktop Unit'' (DTU). The DTU is capable of receiving the data 
5 and displaying the data. 



The virtual desktop system architecture may be likened to other highly 
partitioned systems. For example, a public telephone company maintains 
y3 powerful and sophisticated processing power and large databases at central 

M 10 offices. However, the DTU, (e.g., the telephone); is relatively simple and does 
tj not require upgrading when new features or services are added by the 

Ln telephone company. The telephone itself becomes an appliance of low cost and 

n extremely low obsolescence. Similarly, the display monitor of most computer 

i=y systems has low obsolescence, and is typically retained through most desktop 

: ss 

15 system upgrades. 

S 

The provision of services in the virtual desktop system architecture 
revolves around an abstraction referred to herein as a "session." A session is a 
representation of those services that are executing on behalf of a user at any 
20 point in time. The session abstraction is maintained by facilities known as the 
authentication and session managers, whose duty it is to maintain the database 
of mappings between tokens (i.e., unique identifiers bound to smart cards or 
other authentication mechanisms) and sessions, and to manage the services 
which;T\ake up each session. 

25 

J , . 
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For each user that the system is aware of there are one or more sessions. 
The session manager offers a service to the user that allows sessions to be 
configured and new sessions to be created. Many sessions routinely execute on 
each server. Since the central server computers traditionally maintain all of the 
state for this potentially vast pool of cormected DTUs, if one of those central 
server computers goes down, the DTUs are useless until the central computer is 
available again. Thus, the central server is a single point of failure for a 
potentially large pool of users. If a high performance computing experience is to 
be provided in this evolving computer architecture, clearly a solution needs to 
address the single point of failure problem. 
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SUMMARY OF THE INVENTION 

The present invention provides a nnethod and apparatus for making a 
computational service highly available in a multiple server computer 
5 environment. In the thin-client computing paradigm, end user DTUs rely on 
remote server computers for operation of most functions traditionally associated 
with personal computing"! These traditional functions include running computer 
programs and processing data. Since many users may be connected to one of 

O 

y3 the central server computers, if this central server computer fails, all of the users' 

Yl 10 DTUs will likewise fail. 



The present invention provides a solution by implementing server 
redundancy and DTU redirection to maintain the availability of computing 
resources in a server failure situation. When the user connects over a DTU to a 
W 15 server, the user may begin to interact with their session (e.g., input may pass 
£3 from the DTU to the server, and output may pass from the server to the DTU for 

user display). This user interaction may require permanently stored data to 
fulfill the user's attempted interactions (e.g., the session hosting server will need 
access to files, databases, mail servers, home directories, or calendars, for 
20 instance). 



The server hosting the active session does not contain the sole copy of this 
permanent user data. That data is stored on another server. A redundant server 
storing the permanent user data is in communication with the session hosting 
25 server and has more stringent availability requirements, but provides this data 
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to the hosting server as required. Since the architecture allows for the server 
hosting the session to lack permanent user state (e.g., data stored more or less 
permanently), all session hosting servers in the architecture become effectively 
interchangeable. 

If a server fails, the failure is detected and the invention switches the DTUs 
using that server to another server. In one embodiment, the user is allowed to 
invoke multiple sessions on different servers in the group. Mechanisms are 
provided to switch among those sessions. In one embodiment, the invention 
uses a protocol having a self-discovery mechanism within a "failover group" 
(e.g., the set of servers that a set of DTUs can connect to). 

Each server runs a group manager process. Each group manager process 
periodically broadcasts a message to all other servers on the network which 
provides information about the network configuration of the server. In 
addition, the group manager process periodically listens for messages from all 
other group manager processes in the network, which provide information 
about the network configuration of those servers. In this way, each server 
maintains a record of the network topology. With this topology, a server can 
determine to which other servers a given DTU can connect. This connection 
information is used when a DTU connects, or a token (e.g., a smart card) is 
applied to bind the user associated with the token, to select the appropriate 
server for that user. 
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The server selected for a user depends on whether that user has one or 
more existing sessions within the failover group. If there are existing sessions, 
the user is bound to the server with which they were last connected. If there are 
no existing sessions, a server is selected using a load balancing mechanism that 
attempts to find the most lightly-loaded server. The DTU is redirected to the 
selected server, which creates a new session for the user. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 illustrates the virtual desktop system architecture of the present 
invention. 

Figure 2 is a block diagram of an example computer system that can be 
used with the present invention. 

Figure 3 is a block diagram of one embodiment of an DTU of the present 
invention. 

Figure 4 illustrates a single chip DTU embodiment of the present 
invention. 

Figure 5 illustrates an example of session management and authorization 
in the present invention. 

Figure 6 illustrates the virtual desktop system architecture implementing 
the group manager process in accordance with the present invention. 

Figure 7 is a flow control diagram of the steps performed by the group 
manager process in accordance with the present invention. 
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Figure 8 is a pictorial representation of a possible network topology that 
may be maintained by a group manager process in accordance with the present 
invention. 

Figure 9a is a flow control diagram of the steps performed by a DTU as it 
connmunicates with the network according to the protocol, in accordance with 
the present invention. 

Figure 9b is a flow control diagram of server redirection in accordance 
with the present invention. 

Figure 9c is a message flow diagram of server redirection in accordance 
with the present invention. 
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DETAILED DESCRIFnON OF THE INVENTION 

In the following description, numerous specific details are set forth to 
provide a more thorough description of embodiments of the invention. It will 
5 be apparent, however, to one skilled in the art, that the invention may be 
practiced without these specific details. In other instances, well known features 
have not been described in detail so as not to obscure the invention. 

One or more embodiments of the invention may implement the load 

10 distribution mechanisms described in U.S. Patent Application Serial No. 

y ' 1 , filed on February 25, 2000, entitied "Method and Apparatus for 

t s 

Distributing Load in a Computer Environment", and assigned to the present 
s assignee, the specification of which is herein incorporated by reference. 

?! 5 
S iff 

fil 

Ln 15 One or more embodiments of the invention may also implement the 

mechanisms for improved resource utilization described in U.S. Patent 

Application Serial No. , filed on February 25, 2000, entitled "Method 

and Apparatus for Improving Utilization of a Resource on a Shared Client", and 
assigned to the present assignee, the specification of which is incorporated herein 
20 by reference. 

The present invention provides a method and apparatus for making 
computational services highly available in a multiple server computer 
environment. The invention implements server re^^d^cy^^iil DTU 
25 redirection to maintain near continuous access to computing resources in a 



: z 
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server failure situation. When the user connects over a DTU to a server, the user 
may begin to interact with their session (e.g., input may pass from the DTU to 
the server, and output may pass from the server to the DTU for user display). 
To fulfill the user*s attempts to interact, the server may require permanent data 
5 and need to access file systems, mail servers, or databases, for instance. 

Permanent user data may be stored, for example, in one or more data 
servers that are in communication with the session hosting server, or stored in a 
H manner such that the data can be recovered in the event of server failure. The 

n 10 server(s) storing the permanent user data has more stringent availability 

his 

U requirements than those servers that may host a session. Since the architecture 

i=a allows for the server hosting the session to lack permanent user state (e.g., data 

Ifz 

I stored more or less permanently), all session hosting servers are effectively 

Fy interchangeable. 

IS 15 

y If a session hosting server fails, the present invention detects the failure 

and switches the DTUs using that server to an alternate session hosting server. 
In one embodiment, the user is allowed to invoke multiple sessions on different 
servers in the group. This embodiment provides mechanisms to switch among 
20 those sessions. In one embodiment, the invention uses a protocol having a self- 
discovery mechanism, which allows the invention to maintain a list of servers 
(e.g., the failover group) to which a set of DTUs can connect. 

Each server runs a group manager process. Each group manager process 
25 generates a packet from time to time and broadcasts the packet to the network. 
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The packet contains a message. The message provides information about the - 
network configurations of the server. In addition, the group manager process 
listens for similar broadcasted packets from all other group manager processes. 
In this way, each server communicates with all other servers in the group, so 
5 that each server has a global view of every server's network topology. This 
exchange of messages between servers allows a failover group of servers to be 
self-organizing. New servers may join a failover group through the exchange of 
y5 these messages, with no a priori configuration. 

10 With the information in the broadcasted packets, each group manager 

process records a complete network topology. When one server goes down, the 
group manager processes use their information to redirect the DTUs to available 
ry servers. The redundant store of permanent user data remains unaffected 

in because it resides on a server outside the redirection process. The redirected 

□ 15 server, also connected to the permanent data store residing elsewhere on 
another server, has access to the permanent data store as well. Hence, a failed 
server scenario, which in the prior art would cause loss of computational services 
to multiple users, is overcome through the use of a redundant server having a 
permanent data store and network redirection. 

20 

The above mechanisms will be discussed in further detail with reference to 
one or more system architectures. One such architecture is the virtual desktop 
system architecture described below. 
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Virtual Desktop System Architecture 

In one embodiment, the present invention is implemented in the 
computer system architecture referred to as the virtual desktop system 
architecture. This material is described in co-pending U. S. Patent Application 
serial number 09/063,335, fUed April 20, 1998, entitled "Method and Apparatus 
for Providing a Virtual Desktop System Architecture" and assigned to the 
present assignee, and incorporated herein by reference. 

The virtual desktop system architecture provides for a re-partitioning of 
functionality between a central server installation and the user hardware. Data 
and computational functionality are provided by the servers via a centralized 
processing arrangement. At the user end, all functionality is eliminated except 
that which generates output to the user (e.g. display and speakers), takes input 
from the user (e.g. mouse and keyboard) or other peripherals that the user may 
interact with (e.g. scanners, cameras, removable storage, etc.). 

Substantially all computing is done by the central servers and the 
computation is done independently of the destination of the data being 
generated. The output of the server is provided to the DTU. The DTU is capable 
of receiving the data and displaying the data. The functionality of the system is 
partitioned between a display and input device and servers. The display and 
input device is the DTU. The partitioning of this system is such that state and 
computation functions have been removed from the DTU and reside on servers. 
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In one embodiment of the invention, one or more servers commimicate with 
one or more DTUs through some interconnect fabric, such as a network. 

An example of such a system is illustrated in Figure 1. Referring to Figure 
5 1, the system consists of servers 100 communicating data through interconnect 
fabric 101 to DTUs 102. It should be noted, however, that high availability 
strategies are not limited to the virtual desktop system architecture. 
Q Embodiments of the present invention are implemented in conjunction with a 

rS general purpose computer, like that described in Figure 2. 

n 10 

Embodiment of General-Purpose Computer Environment 

C3 One embodiment of the invention can be implemented as computer 

rU software in the form of computer readable program code executed on a general 

C3 15 purpose computer such as computer 200 illustrated in Figure 2. A keyboard 210 

s : 

and mouse 211 are coupled to a bi-directional system bus 218. The keyboard and 
mouse are for introducing user input to the computer system and 
communicating that user input to central processing unit (CPU) 213. Other 
suitable input devices may be used in addition to, or in place of, the mouse 211 
20 and keyboard 210. I/O (input/output) unit 219 coupled to bi-directional system 
bus 218 represents such I/O elements as a printer, A/V (audio/video) I/O, etc. 

Computer 200 includes a video memory 214, main memory 215 and mass 
storage 212, all coupled to bi-directional system bus 218 along with keyboard 
25 210, mouse 211 and CPU 213. The mass storage 212 may include both fixed and 
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removable media, such as magnetic, optical or magnetic optical storage systems 
or any other available mass storage technology. Bus 218 may contain, for 
example, thirty-two address lines for addressing video memory 214 or main 
memory 215. The system bus 218 also includes, for example, a 32-bit data bus 
for transferring data between and among the components, such as CPU 213, 
main memory 215, video memory 214 and mass storage 212. Alternatively, 
multiplex data/address lines may be used instead of separate data and address 
lines. 



10%^ embodiment of the invention, the CPU 213 i?^ microprocessor 

manufactured by Motorola, such as the 680X0 proc^^^ or a microprocessor 
manufactured by Intel, such as the 80X86, or E^tium processor, or a SPARC 
microprocessor from Sun Microsystems: However, any other suitable 
microprocessor or microcomputer jaf^ay be utilized. Main memory 215 is 
15 comprised of dynamic random a<!cess memory (DRAM). Video memory 214 is a 
dual-ported video random aa:ess memory. One port of the video memory 214 
is coupled to video arn^fier 216. The video amplifier 216 is used to drive the 
cathode ray tube (CRT) raster monitor 217. Video amplifier 216 is well known in 
the art and m^ be implemented by any suitable apparatus. This circuitry 
20 converts pi^el data stored in video memory 214 to a raster signal suitable for use 
by monitor 217. Monitor 217 is a type of monitor suitable for displaying graphic 



Computer 200 may also include a communication interface 220 coupled to 
25 bus 218. Communication interface 220 provides a two-way data communication 
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coupling via a network link 221 to a local network 222. For example, if 
communication interface 220 is an integrated services digital network (ISDN) 
card or a modem, communication interface 220 provides a data communication 
connection to the corresponding type of telephone line, which comprises part of 
5 network link 221. If communication interface 220 is a local area network (LAN) 
card, connmunication interface 220 provides a data communication connection 
via network link 221 to a compatible LAN. Wireless links are also possible. In 
any such implementation, communication interface 220 sends and receives 
^ electrical, electromagnetic or optical signals which carry digital data streams 

10 representing various types of information. 

h' Network link 221 typically provides data communication through one or 

2 more networks to other data devices. For example, network link 221 may 

m provide a connection through local network 222 to host computer 223 or to data 

rll 

\j\ 15 equipment operated by an Internet Service Provider (ISP) 224. ISP 224 in turn 

£3 

provides data commimication services through the world wide packet data 
communication network now commonly referred to as the "Internet" 225. Local 
network 222 and Internet 225 both use electrical, electromagnetic or optical 
signals which carry digital data streams. The signals through the various 
20 networks and the signals on network link 221 and through conununication 
interface 220, which carry the digital data to and from computer 200, are 
exemplary forms of carrier waves transporting the information. 

Computer 200 can send messages and receive data, including program 
25 code, through the network(s), network link 221, and communication interface 
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220. In the Internet exan\ple, server 226 might transmit a requested code for an 
application program through Internet 225, ISP 224, local network 222 and 
communication interface 220. 

5 The received code may be executed by CPU 213 as it is received, and /or 

stored in mass storage 212, or other non-volatile storage for later execution. In 
this manner, computer 200 may obtain application code in the form of a carrier 
wave. 

^» 

H= 10 The computer systems described above are for purposes of example only. 

IJ An embodiment of the invention may be implemented in any type of computer 

M system or programming or processing environment. 

fLI Computational Service Providers 

S With reference to the virtual desktop system architecture, computational 

power and state maintenance is found in the service providers, or services. The 
services are not tied to a specific computer, but may be distributed over one or 
more traditional desktop systems such as described in connection with Figure 2, 

20 or with traditional servers. One computer may have one or more services, or a 
service may be implemented by one or more computers. The service provides 
computation, state, and data to the DTUs and the service is imder the control of a 
common authority or manager. In Figure 1, the services are found on 
computers 110, 111, 112, 113, and 114. It is important to note that the central data 

25 source can also be providing data that comes from outside of the central data 
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source 129, such as for example, the internet or world wide web 130. The data 
source could also be broadcast entities such as those that broadcast data such as 
television or radio signals 131. A service herein is a process that provides output 
data and responds to user requests and input. 



It is the responsibility of the service to handle communications with the 
DTU that is currently being used to access the given service. This involves taking 
the output from the computational service and converting it to a standard 



^ protocol for the DTU. This data protocol conversion is handled in one 

M 10 embodiment of the invention by a middleware layer, such as the XI 1 server, the 
Q Microsoft Windows interface, a video format transcoder, the OpenGL interface, 

\f\ or a variant of the java.awt.graphics class within the service producer machine, 

although other embodiments are within the scope of the invention. The service 

fi I 

machine handles the translation to and from the virtual desktop architecture 
15 wire protocol. 



The service producing computer systems connect directly to the DTUs 
through the interconnect fabric. It is also possible for the service producer to be 
a proxy for another device providing the computational service, such as a 
20 database computer in a three tiered architecture, where the proxy computer 
might only generate queries and execute user interface code. 



5 



C3 
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Interconnect Fabric 



The interconnect fabric is any of multiple suitable commuiucation paths 
for carrying data between the services and the DTUs. In one embodiment, the 
interconnect fabric is a local area network implemented as an Ethernet network. 
Any other local network may also be utilized. The invention also contemplates 
the use of wide area networks, the internet, the world wide web, an intranet, a 
local area network, and others. The interconnect fabric may be implemented 
with a physical medium such as a wire or fiber optic cable, or it may be 
implemented in a wireless envirorunent. 

Desktop Uruts 

The DTU is the means by which users access the services. Figure 1 
illustrates DTUs 121, 122, and 123. A DTU may consist of a display 126, a 
keyboard 124, mouse 125, and audio speakers 127. The DTU includes the 
electronics needed to interface these devices to the interconnect fabric and to 
transnnit to and receive data from the services. 

A block diagram of a DTU is illustrated in Figure 3. The components of 
the DTU are coupled internally to a PCI bus 319. A network controller 302 
commimicates to the interconnect fabric, such as an ethernet, through line 314. 
An audio codec 303 receives audio data on interface 316 and is coupled to 
network controller 302. USB data communication is provided on lines 313 to USB 
controller 301. 
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^ ^ embedded processor 304 may be, for example^^^ar^parc2ep with 
coupled flash memory 305 and DRAM 306. The USR^r^ntroller 301, network 
controller 302 and embedded processor 304 are^Bcoupled to the PCI bus 319. 
5 Also coupled to the PCI bus 319 is the//ideo controller 309 with associated 
SGRAM 307. The video controller^3<J9 may be for example, an ATI RagePro+ 
frame buffer controller that/^ovides SVGA output on line 315. Data is 
optionally provided in apa out of the video controller through video decoder 310 
and video encoder 3^1 respectively. This data may comprise digital or analog 
10 video signals (e^, NTSC (National Television Systems Committee), PAL (Phase 
Altemate Line), etc.). A smart card interface 308 may also be coupled to the 
video controller 309. 



: ! 

ri s 



Lfl 



Alternatively, the DTU can be implemented using a single chip solution as 
15 illustrated in Figure 4. The single chip solution includes the necessary processing 
capability implemented via CPU 401 and graphics Tenderer 405. Chip memory 
407 is provided, along with video controller /interface 406. A universal serial bus 
(USB) controller 402 is provided to permit cormnunication to a mouse, keyboard 
and other local devices attached to the DTU. A sound controller 403 and 
20 intercormect interface 404 are also provided. The video interface shares memory 
407 with the CPU 401 and graphics renderer 405. The software used in this 
embodiment may reside locally in non volatile memory or it can be loaded 
through the interconnect interface when the device is powered. 



83000.1135/P4722ARG 



EXPRESS MAIL #EL496341512US 



OPERATION OF THE VIRTUAL DESKTOP SYSTEM ARCHITECTURE 
Session Handling 

) The provision of services in the virtual desktop system architecture 

revolves around an abstraction referred to herein as a session. A session is a 
representation of those services which are executing on behalf of a user at any 
point in time. A new session is created when a new token is presented through 
;^ the DTU to the authentication manager. A token is a imique identifier, which 

Y! 10 may be an ethernet address of a DTU (pseudo-token) or the serial number on a 
smart card. 



C3 



The session abstraction is maintained by facilities known as the 
authentication and session managers, whose duty it is to maintain the database 
15 of mappings between tokens and sessions, and to manage the services which 
make up each session. For each token that the system is aware of the fact that 
there are one or more sessions. The session manager offers a service to the user 
or admirustrator that allows sessions to be configured and new sessions to be 
created. 

20 

A non pseudo-token session is not tied to any particular DTU. A token is 
associated with the user session, and the session can be displayed on any DTU 
where the user inserts his or her smart card. An software process known as the 
authentication manager is responsible for ensuring the legitimacy of a token and 
25 associating a token with its desired session. The DTU is typically in sleep, stand- 
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by, or off mode when not in use. When a user wants to use a particular DTU, the 
user's access is vaUdated in an authentication exchange that may comprise one or 
more of a smart card, key, password, biometric mechanism, or any other 
suitable authentication mechanism. The token extracted from this exchange is 
then used to establish a connection to the appropriate session 

When the authentication manager validates a token, it notifies the server's 
session manager, which in turn notifies all of the services within the selected 
session, and the session's display is composed at the server and transmitted to 
the user's desktop. From within a session, a user can interact with existing 
services, irutiate new services, or kill off executing services. When the user 
departs from the DTU (e.g., by withdrawing a smart card) the authentication 
manager notes this and notifies the session manager, which in turn notifies all of 
its related services, which stop their display functions, and the DTU returns to its 
dormant state. The effect of the activation and deactivation of an DTU is similar 
to turning off the display monitor on a desktop system. The services of the 
user's session are still available and perhaps executing, but no display is 
generated. One advantage of the present invention is that the services available 
in a session can be accessed on any connected DTU. 

Figure 5 provides an example of session management and authorization 
in the present invention. This material is described in co-pending U. S. Patent 
Application serial number 09/063,339, filed April 20, 1998, entitled "Method and 
Apparatus for Session Management and User Authentication" and assigned to 
the present assignee, and incorporated herein by reference. Network terminal 
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502 is a DTU, having the task of displaying output of services to a user and 
obtaining input to services from the user. Network terminal 502 has the ability 
to respond to a command (e.g., display command) received from, for example, a 
software program (e.g., services 530-538, authentication manager 504 and 
5 session manager 506) executing on a computational service provider. The input 
received from a user is forwarded to, for example, a service that is fulfilling a 
user request. 

^3 A service is a program that performs some function for a user. More than 

10 one server can execute the services that comprise a session. For example, in 
p session 508, service 530 is executing on server 510, services 532 and 534 are 

J ri executing on server 512 and services 536 and 538 are executing on server 514. 

i.H A user accesses a system (e.g., a server, a session, a service and a network 

y 15 terminal) by initiating a login. During login, the user is validated by 
O authentication manager 504. Various techniques can be used to allow the user to 

initiate a login. For example, the user can initiate a login by pressing a key on 

network terminal 502. 

20 In one embodiment, a user accesses the system by inserting a smart card 

in a card reader (e.g., card reader 516) attached to network terminal 502. A 
smart card is a card that is capable of storing information such as in a magnetic 
strip or memory of the smart card. The smart card can store user information 
such as a user's identification (i.e., user ID such as a 64-bit number) and. 
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optionally, a secret code (e.g., a 128-bit random number) that is transmitted to 
network terminal 502. The secret code may be used during authentication. 

Network terminal 502 is aware of (or can obtain) its interconnection 
5 network address and the address of authentication manager 504. When a user 
initiates the login, network terminal 502 initiates communication with 
authentication manager 504 to begin authentication. Authentication manager 
504 is a program active (e.g., executing) on a server connected to network 
terminal 502 via an interconnection network such as a local area network (LAN), 
^ 10 for example. It should be apparent, however, that network terminal 502 can be 
p connected to authentication manager 504 using other interconnection network 

In technologies such as a fiber channel loop, point-to-point cables, or wireless 

□ technologies. Network terminal 502 sends a startup request to authentication 
fu manager 504 that includes a user identification (userlD). 

□ 15 

If the expected result is received from the user, authentication manager 
504 notifies session manager 506 (via a connect message) that the user has 
logged into the system on network terminal 502. Session information contained 
in authentication database 518 is used to identify the server, port and session 

20 identifier (ID) for session manager 506. Session manager 506 is a program that is 
active on a computational service provider and is connected to authentication 
manager 504 and network terminal 502 via an interconnection network, for 
example. Authentication manager 504 sends a message to session manager 506 
using session manager 506's server and port information contained in 

25 authentication database 518. 
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In response to the connect message from authentication manager 504, 
session manager 506 notifies the services in the user's current session (i.e., the 
services in session 508) that the user is attached to network terminal 502. That is, 
session manager 506 sends a connect message to services 530-538 to direct 
output to network terminal 502. Session manager 506 ensures that services that 
are considered to be required services of the session are executing. If not, 
session manager 506 causes them to be initiated. The user can interact with 
services 530-538 within a session (e.g., session 508). Network terminal 502 is 
connected to servers 510, 512 and 514 (and services 530-538) via an 
interconnection network such as a local area network or other interconnection 
technology. The user can also start new services or ternunate existing services. 

The user can quit using the system by removing the card from card 
reader 516. Other mechanisms to quit the system can also be used with the 
invention (e.g., a "sign-off" button on network terminal 502). Services 530-538 
can continue to run even after the user removes the card from card reader 516. 
That is, a user's associated session(s) and the services that comprise a session can 
continue in existence during the period that a user is logged off the system. 
When the user removes the card from card reader 516, network terminal 502 
notifies authenticahon manager 504 (e.g., via a discormect message) which 
notifies session manager 506 (e.g., via a disconnect message). Session manager 
506 notifies services 530-538 (e.g., via a disconnect message) which terminate 
their transmission of display conunands to network terminal 502. Services 
530-538 continue execution, however, during the time that the user is away from 
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a network terminal. The user can log back in using a network terminal such as 
network temninal 502, to connect to session 508 and interact with services 
530-538. 

OPERATION OF THE SELF-DISCOVERY MECHANISM 

One embodiment of the present invention implements a protocol which 
uses a self-discovery mechanism. When a server fails, the DTU knows that the 
server has failed because it no longer receives timely messages from the server. 
Thereafter, the DTU begins a connection sequence in which it communicates, for 
example using DHCP, to obtain its location and the location of a potential server, 
which can be in the form of IP addresses. Once a server is found, the DTU can 
connect to this server. 

If the connection fails, the DTU broadcasts messages (e.g., a "serverQ" 
message) to other servers. The other servers respond and a connection is 
established to one of the servers. Since the sole copy of permanent user data 
does not reside on either the failed server, or the target server for redirection, 
they are effectively interchangeable from the user's perspective. Once 
redirection occurs, access to data is possible on the new host for the user's 
session. 



83000.1135/P4722ARG 



27 



EXPRESS MAIL #EU96341512US 



The Group Manager Process 

Each server runs a group manager process. Referring to figure 6, group 
manager processes 601a and 601b run on servers 600a and 600b and are 
connected over a computer network to DTUs 602. The group manager process 
operates in accordance with figure 7. The group manager process 700 gathers 
and stores a description of the network topology 701, which may be stored in a 
table. In one embodiment, the group manager 700 reads the network 
configurahon of its server by looking to the kernel to see what network 
interfaces are connected to it. Periodically, the group manager process creates a 
packet by which it broadcasts this information 702 to the network indicating the 
availability of the server upon which the group manager process is running. In 
one embodiment, this broadcast of the packet occurs using the unreliable 
datagram protocol, wherein message broadcasting is a imi-directional 
communication. 

Each group manager process listens in order to detect packets of 
information 703 from other group manager processes indicating the availability 
of other servers. With this information the group manager process constructs a 
table of other hosts heard from. This table represents the topology of the 
network. The group manager process additionally listens to messages on the 
network broadcast by DTUs attempting to establish a conununication link to that 
server upon which the group manager process resides 704. This process repeats 
from time to time, as indicated by transition 705. 
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Figure 8 is a pictorial representation of a possible network topology 
description constructed by a group manager process. DTUs 1 through x, 
designated 800-808, connect via intercormect fabrics 809-817 to a switch 818. In 
turn, the switch 818 connects via interconnect fabrics 819-823 to session hosting 
5 servers si through sx, designated as 824-828. The servers themselves are 
interconnected by the fabric via switch 818 which allows for redirection. In 
addition, server sy 829 contains the permanent store of user data. In one 
embodiment, server sy 829 is connected via a separate LAN (local area network) 
or other network to session hosting servers sl-sx using network interfaces 830 
10 and 832 through 836. By each group manager broadcasting its network 
information, every group manager in the network will have a complete view of 
the system. 



15 mulhcast) "host" message to the network ports indicating the configuration of all 
interfaces connected to the server. In this embodiment, the group manager 
processes on each server also listens to the ports for host messages from other 
servers in the group. With these messages, each group manager process 
constructs a list of servers and shared interfaces, including network-addressing 

20 information. This information is used to deterimne which E5TUs can connect to 
which servers, when there are a multiplicity of network interfaces on the servers. 

As an example, a host server narmed "mud" may broadcast the following 
^ host message on all interfaces every twenty seconds: 
25 / ^ V, 



In one embodiment, each group manager process sends a broadcast (or 
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host=mud addr=81907f05 time=950739941 niHnifs=2 flags=4 
cpus=2 clock=248 interface=hineO ip-81907f05 
mask=ff f f ffOO bcast=81907f f f interface==geO ip=c0a88003 
mask=f f f f f fOO bcast=c0a880f f 



5 



where "host" is the host name of a server (e.g., "mud"), "addr" is the primary 
network address of this host, "numifs" is the number of network interfaces on 
this host, "interface" is the name of a network interface on this host, "ip" is the IP 
address of the preceding interface, "mask" is the IP netmask of the preceding ' 
10 interface, and "beast" is the IP broadcast address of the preceding interface. ' 
Additionally, each host message may be signed by the group manager process 
of the sending server, using a group manager secret known orJy to a trusted 
group of servers. 

15 The network topology may be represented, for example, as a table of 

hosts (i.e., servers) and network information as illustrated in Table A below, 
which shows one server's group manager view of the network topology (values 
shown in hexadecimal). In addition to the definitions provided with respect to 
the host message above, the following definitions apply to Table A below: 

20 "lastseen" is the number of seconds since the last packet was received from the 
respective host (server); "timeoff" is the time difference between hostOS (the first 
listed server) and the respective host; 'TRUSTED" indicates that the respective 
host uses the same group manager secret to sign messages; and "lastpkt" is the 
time in seconds since a packet was received on the preceding interface (-1 

25 indicates a packet has never been received on that interface). 
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TABLE A 



Host hostOS lastseen 4 timeoff 0 addr 8190a705 numifs 2 TRUSTED 
interface geO ip c0a88001 mask ffffffOO beast cOaBBOff lastpkt 4 
interface hmeO ip 8190a705 mask ffffffOO beast 8190a7ff lastpkt 4 

Host host22 lastseen 16 timeoff 25 addr 8190a716 numifs 3 TRUSTED 
interface leO ip 8190a716 mask ffffffOO beast 8190a7ff lastpkt 16 
interface qfeO ip cOaBSlOl mask ffffOOOO beast cOaBffff lastpkt -1 
interface qfel ip c0a88201 mask ffffOOOO beast c0a8ffff lastpkt -1 

Host host21 lastseen 15 timeoff 43 addr 8190a715 numifs 2 TRUSTED 
interface hmeO ip 8190a715 mask ffffffOO beast 8190a7ff lastpkt 15 
interface hmel ip cOaBSOOl mask ffffOOOO beast cOaBffff lastpkt -1 

Host mud lastseen 1 timeoff 39 addr B1907f05 niomifs 2 TRUSTED 
interface hmeO ip 81907f05 mask ffffffOO beast B1907fff lastpkt -1 
interface geO ip c0a88003 mask ffffffOO beast cOaBBOff lastpkt 1 

Host host45 lastseen 18 timeoff 26 addr B190a72d numifs 2 TRUSTED 
interface hmeO ip 8190a72d mask ffffffOO beast B190a7ff lastpkt 18 
interface hmel ip eOaSSOOl mask ffffffOO beast cOaBBOff lastpkt -1 

Host host41 lastseen 18 timeoff -81 addr 8190a729 nximifs 2 TRUSTED 
interface hmeO ip 8190a729 mask ffffffOO beast B190a7ff lastpkt 18 
interface leO ip eOaSSOOl mask ffffffOO beast cOaBBOff lastpkt -1 



Each DTU is assigned a network address when it starts up. In one 
embodiment, this network address may be an IP address assigned using the 
Dynamic Host Configuration Protocol (DHCP). Given this IP address and the 
network information in Table A, a server can determine the subset of servers to 
which the DTU is able to connect. The server also uses this information to 
monitor which of the other servers are up and running. A server or interface 
may be declared "down" if the "lastseen" time for the host or the "lastpkt" time 
for an interface exceed a limit, e.g., sixty seconds. 
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The Self Discovery Protocol 

The DTU communicates with the network in the manner displayed in 
figure 9a. First, a user accesses DTU 900. For instance, the user may power up 
5 the DTU at this point 901. A- given DTU always has a connection to at least one 
server in the network. This connection is established at step 901 where the user 
powers up the DTU. Upon power up, the DTU broadcasts messages using a 
protocol, which in one embodiment can be called to the kernel of the server, and 
^3 received by the group manager process residing on the server where the 

tn 10 connection is to be made 902. 

M Once a connection is established, the DTU 900 periodically receives 

in 

= messages from the group manager 903 regarding the availability of that server. 

rO If the server is available 904, flow proceeds along transition 905 and the DTU 

in 15 continues to listen to availability messages from the group manager. If after a 
% certain time, no message is received, it is presumed that the server has crashed, 

and flow proceeds along transition 906. 




Thereafter, the DTU begins to listen for messages from other group 
20 manager processes residing on other servers regarding their availability 907. 
The DTU decides if these servers are available 908. If they are not available, flow 
proceeds along transition 909 and the DTU continues to listen until they are. If 
they are available, flow proceeds along transition 910, the DTU establishes 
corrununicahons with the group manager process which resides upon the 
25 available server, and the process repeats with steps 902-910. 
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In one embodiment, if the server specified by the booting DTU does not 
respond, the DTU sends a broadcast "serverQ" message to be received by one or 
more other servers on the network. When another server receives the serverQ 
5 message, it responds with a serverR message to the requesting DTU, giving it 
network information. This information can include, for instance, the server's IP 
address on the subnet to which the DTU belongs. When serverR responses are 
received from one or more servers, the DTU attempts to coimect to the 

r t 

W responding servers until successful. 

in 

M 10 

ly 

□ The flow of the redirection process is shown in figure 9b. Group manager 
In process 601 runs on server si. A DTU attempts to initiate a session on the first 

□ available server, which receives its broadcast message, for instance on server si 

p- ; 

ry 911 by sending an "insert" event with a token. The group manager process on 

15 server si then reads the packet to deternnine whether redirection has occurred 
"""^ 912. If so, the group manager determines whether a session exists on si for that 

token 913. If a session does exist, the DTU is connected to that session 914. If a 

session does not exist, a new session 915 is created. 



20 If redirection has not occurred at step 912, the group manager process of 

server si determines other servers (s2, . . ., sx) that the DTU can connect to 916. 
Next, the servers that the DTU can cormect to (si . . . sx) are sent messages by the 
group manager process of server si, specifying the token from the DTU 917. 
Thereafter, the group manager process of server si receives responses 918 from 

25 servers (si, . . sx), specifying the existence (or not) of a session for the given 
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token. The group manager process determines whether a session exists on at 
least one server for the token 919. If a session does not exist, a new session is 
created on server si for the token 915. If a session does exist, the target server 
selected is the one with the most recent session available for the token 920. The 
group manager process then determines whether the target server is the current 
server 921. If the target server is not the current server, a redirect message is 
sent to the DTU 922, telling it to redirect to the target server st. If the target 
server is the current server, a transition to step 913 is made. 

Figure 9c provides a message flow diagram for server redirection. 
Servers si 923, s2 924, and s3 925 and DTU 926 pass messages. DTU 926 sends an 
insert event 927 (with cause = "insert") to server 923. After passing tokenQ and 
tokenR messages, server 923 becomes aware of the fact that a session exists for 
token tl on server 924. Server 923, therefore, sends a redirect message to DTU 
926. Thereafter, DTU 926 sends an insert event 928 to server 924. Note that part 
of the message indicates that this is a redirect (i.e., cause = "redirect"), thereby 
bypassing a repeated authentication attempt. 

After collecting tokenR responses from the candidate servers, in one 
embodiment, the group manager process on the server that originally received 
the insert event (server 923) chooses a server to which to forward the DTU by 
choosing the session with the latest time of last connection. The group manager 
then sends a redirect message to the DTU, telling it to reconnect to the new 
server. The DTU breaks the cormection with the current server, reconnects to 
the new server, and sends an insert event with a cause field of "redirect." The 
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"redirect" cause prevents the new server from doing the server selection all over 
again. The DTU is connected to the session identified by the token. 

As a security measure, one embodiment signs messages broadcast 
throughout the network. For example, one embodiment may use a keyed SHAl 
hash algorithm. The key is derived from a local key file on each server, which 
must be identical on all of the servers for the servers to trust each other. Host 
messages are always accepted. Only messages with the correct signature are 
accepted as 'TRUSTED" hosts. TokenQ and tokenR messages are only 
exchanged among TRUSTED hosts in this embodiment. 

In one embodiment, when a server fails, the DTU detects the failure when 
it does not receive timely responses to a "keep alive" message. Upon failure to 
receive a response to the "keep alive" message, the DTU sends messages to a 
new server using the serverQ/serverR protocol previously described. Thus, 
when a server fails, the protocol allows for a reconnection of all DTUs to an 
active server. The failed over session can resume on the new server and make 
use of the permanent user data coupled to all host servers in the group. 

Thus, a method and apparatus for making a computational service highly 
available in a multiple server computer environment has been provided in 
conjunction with one or more specific embodiments. The invention is defined by 
the claims and their full scope of equivalents. 
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